HOMEWORK 4 ECS 153 — FRALL 2000

Homework 4

Due Date: December 7, 2000 160 Points

1. (30 points) Alice can read and write thddix, can read theléy, and canxecute the fe z. Bob can read, can
read and writg, and cannot accegs

a.

b.

Please write a set of access control lists for this situation, and say what eareth Ggpability-based sys-
tems hae been list is associated with.

Please write a set of capability lists for this situation, and say what each list is associated with.

2. (30 points) Consider hay a system with capabilities as its access control mechanism could de@tajéth
horses.

a.

In general, do capabilitiesfef more or less protection @igstTrojan horses than do access control lists?
Justify your answer in light of the theoretical eglénce oACLs and C-Lists.

Consider nev the inheritance properties ofm@rocesses. If the creator controls which capabilities the cre-
ated process is\gn initially, hov could the creator limit the damage thdtrajan horse could do?

Can capabilities protect amst allTrojan horses? Either siwdhat theg can, or describe Brojan horse pro-
cess that C-Lists cannot protechartst.

3. (30 points) Consider Multics procedureand data ggnentd. Procedure is executing and needs to accesg-se
mentd. S@mentd’s access braekis (5, 6)Assume thatl's access control list\ggsp full (read, write, append,
and eecute) rights tal. In which ring(s) musp execute for the follwing to happen?

a.
b.
c.

p can read, write, and appendd®
p can readl but not write to or append @
p cannot accesy?

4. (10 points) Prove that the set of all subsets of aayi setS (called thepower set of S) forms a lattice under the
relation “subset” ().

5. (30 paints) Given the security ieelsTOPSECRETSECRETCONFIDENTIAL, and UNCLASSIFIED (ordered
from highest to lavest), and the cageriesA, B, and C, say what type of access (read, write, or both) igeadlo
in the follaving situationsAssume discretionary access controlsvalimyone access unless otherwise spedifi

a.
b.

Paul, cleared for (DPSECRET{ A, C }), wants to access a document clasdifiSECRET{ B, C }).
Anna, cleared for (CONFIDENTIAL, { C }), @ants to access a document clasdifiCONFIDENTIAL, { B
D

Jesse, cleared for (SECRETC }), wants to access a document clasdifCONFIDENTIAL, { C }).
Sammi, cleared for @PSECRET{ A, C }), wants to access a document clasdifCONFIDENTIAL, {A
D

Robin, who has no clearances (and soks at the UNCLASSIFIED iel), wants to access a document
classifed (CONFIDENTIAL, { B }).

6. (30 points) A computer system pwides protection using the Biba pgliddowx would a virus spread if:

a.

b.

the virus were placed on the system at systen{tloe compartment which all other compartments domi-
nate)?

the virus were placed on the system at system high (the compartment which dominates all compartments)?
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