QUESTIONS ECS 153 — FaLL 2000

Questions

One of the goals of this classisto teach you to question things. Assumptions, designs, and implementations invariably
make certain assumptions about the environment. In order to encourage you to ask questions, we've arranged what
(we hope) is arather painless experiment.

We want you to ask at least one question aweek about something related to computer security. Your question can
come from something in class, in the notes, something you read or heard about in the media, or just something that
strikes your fancy. Your question must be specific, in the sense that it challenges an assumption or rai ses issues of
analysis for a problem. Here are some examples:

1. A firewall is supposed to allow only some messages through from the outside to the inside. The assumptionis
that the firewall’s software works right. How do they tell when the code that does this filtering is working right?

2. Yousaidin classthat using strcpy is bad because it doesn’t check bounds, and we should use strncpy. But what
happens if we give strncpy a negative length?

3. Is“ethical hacking” really ethical?

You can have fun with this. We'll put the best questions each week on aweb page. We may answer some (it depends

on how complex our answers are, and what we plan to cover in class). Thisis an opportunity to have some fun!

Please submit one question aweek. You will get 1 point if you submit aquestion and 2 pointsif we post it to the web
page. At the end of the term, we will treat this as a homework assignment, with 12 points possible. (This means you
will need to have at least 2 questions posted during the term.) The questions are due by Thursday at noon so we can
talk about any of them in discussion section.

Please submit the question to cs153@csif.cs.ucdavis.edu, with the subject line saying only QUESTION. For example
(the comuter types bol df ace; the user typesin Cour i er):

% mail csl1l53@sif.cs.ucdavis. edu
Subj ect: QUESTI ON

When you’'re proving programs correct, don't you also need to prove the
conpiler correct to be sure the programw Il do what it clains?

Remember, thisis your chance to challenge conventional wisdom (or stupidity). Have fun!

Version of September 28, 2000 11:11 am Pagelof 1



