
SQL Injection Attacks

• Web app code:
txtUserId = getRequestString("UserId"); 
txtSQL = "SELECT * FROM Users WHERE UserId = " + txtUserId; 

• Fill out form with “anthony”
SELECT * FROM Users WHERE UserId = anthony

• Fill out form with “admin OR 1=1”
SELECT * FROM Users WHERE UserId = admin OR 1=1 
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