ECS 235A, Computer and Information Security

Winter Quarter 2016

Tentative Syllabus

These topics are tentative and subject to change without warning. If I don’t discuss something you’re interested in,
ask about it! I may very well add it or modify what I’m covering to include it.
I am revising the textbook, so some readings will be from the second edition. They are identified as such below, and
are available on SmartSite. These are still under revision (but are very near final form), so if you see any typographical
errors or other problems, please let me know.

lec date topic reading due
1. Jan4 Introduction, overview of security §1*
2. Jan6 to be arranged
3. Jan8 to be arranged
4. Jan 11 Access control matrix, instantiations §2*, 16**
5. Jan 13  to be arranged
6. Jan 15  to be arranged
—. Jan 18  no class; Martin Luther King Day
7. Jan20  Policies and policy languages §4%, 1]
8. Jan22  Example policy models §5%,6.1, 6.4, [21] project selection
9. Jan25  Basic cryptography §107 homework 1
10. Jan27  Protocols and key management §10, 11, [11L]15]
11. Jan29 PGP, TLS, IPSec §11.4, [14]
12. Febl Identity §14
13. Feb3 Information flow 1 §16.1, 16.3-16.5
14. Feb5 Information flow 2 §16.1,16.3-16.5 homework 2
15. Feb 8 Confinement problem §17.2 project progress report
16. Feb 10 Covert (side) channels 1 §17.3, [9]
17. Feb 12  Covert (side) channels 2 §17.3
—. Feb 15 no class, Presidents’ Day
18. Feb17 Malware 1 §22, (6417 homework 3
19. Feb 19 Malware 2 §22
20. Feb?22  Vulnerability models §23.3,23.4, [10]
21. Feb24  Attack models [[13L19]
22. Feb26 Penetration testing §23.2, [16]
23. Feb29 Auditing §24 homework 4
24. Mar?2 Intrusion detection §25, [[7,20,23]]
25. Mar4  Designing for security §14%
26. Mar7 Basic assurance §18
27. Mar9  Topics: elections and e-voting systems  [2}/4.(18]]
28. Mar 11 Topics: insider threat [135.(81] homework 5
29. Mar 14 Topics: human aspects of security [12:22]24] completed project
—. Mar 18 Final examination period (not held)
Notes

* This is the handout of a chapter in the second edition
** Chapter 15 in the first edition; this is the handout of the chapter in the second edition
T Chapter 9 in the first edition; this is the handout of the chapter in the second edition

¥ Chapter 13 in the first edition; this is the handout of the chapter in the second edition
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